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The purpose of this policy statement

St Nicholas Primary and Nursery School uses online technology as a way of teaching and learning in
the classroom, communicating to parents, recording progress of children and using it for keeping
important information.
The purpose of this policy statement is to:
® Ensure the safety and wellbeing of children and young people is paramount when adults,
young people or children are using the internet, social media or mobile devices
e Provide staff and volunteers with the overarching principles that guide our approach to
online safety
e Ensure that, as a school we operate in line with our values and within the laws in terms of
how we use online devices
This policy statement is to all staff, volunteers, children and young people and to anyone involved in

St Nicholas Primary and Nursery School’s activities.

Definition of online abuse
Online abuse is any type of abuse that happens on the internet, facilitated through technology like
computers, tablets, mobile phones and other internet-enabled devices.

It can happen anywhere online that allows digital communication, such as:

e social networks

e text messages and messaging apps
e email and private messaging

e online chats

e comments on live streaming sites

e voice chat in games.
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Children and young people can be re-victimised (experience further abuse) when abusive content is

recorded, uploaded or shared by others online. This can happen if the original abuse happened
online or offline.

Children and young people may experience several types of abuse online:

bullying/cyberbullying

emotional abuse (this includes emotional blackmail, for example pressuring children and young
people to comply with sexual requests via technology)

sexting (pressure or coercion to create sexual images)
sexual abuse

sexual exploitation.

Children and young people can also be groomed online: perpetrators may use online platforms to

build a trusting relationship with the child in order to abuse them. This abuse may happen online or

the perpetrator may arrange to meet the child in person with the intention of abusing them.

We believe that:

Children and young people should never experience abuse of any kind
Children should be able to use the internet for education and personal development, but
safeguards need to be put in place to ensure they are kept safe at all times

We recognise that:

The online world provides everyone with many opportunities; however it can also present risks
and challenges

We have a duty to ensure that all children, young people and adults involved in our school are
protected from potential harm online

We have a responsibility to help keep children and young people safe online, whether or not they
are using St Nicholas’ Primary and Nursery school’s network and devices

All children, regardless of age, disability, gender reassignment, race, religion or belief, sex or
sexual orientation, have the right to equal protection from all types of harm or abuse

Working in partnership with children, young people, their parents, carers and other agencies is
essential in promoting young people’s welfare and in helping young people to be responsible in
their approach to online safety

We will seek to keep the children and young people safe by:

Appointing an online safety coordinator

Providing clear and specific directions to staff and volunteers on how to behave online
throughout behaviour code for adults

Supporting and encouraging the young people using our service to use the internet, social media
and mobile phones in a way that keeps them safe and shows respect for others
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e Supporting and encouraging parents and carers to do what they can to keep their children safe
online

e Developing an online safety agreement for use with young people and their parents/carers

e Developing clear and robust procedures to enable us to respond appropriately to any incidents of
inappropriate online behaviour, whether an adult or a child/ young person

e Reviewing and updating the security of out information systems regularly
Ensuring that user names, logins, emails accounts and passwords are used effectively

e Ensuring personal information about the adults and children who are involved in our school and
nursery is held securely and shared only as appropriate

e Ensuring that images of children, young people and families are only used after their written
permission has been obtained, and only for the purpose for which consent has been given

e Providing supervision, support and training for staff and volunteers about online safety
Examining and risk assessing and social media platforms and new technologies before they are
used within the organisation

We will try and prevent online abuse by:

e Making sure we are available to talk to children and young people about anything worrying they
experience online.

e Recognise how important the online world is to children and young people. Talk to them about it.

e Make sure online safety is an ongoing part of our work with children and young people, not just a
one-off session.

e Set rules for the use of online platforms at St Nicholas Primary and Nursery School, making sure
children and young people understand them and are involved in setting them.

e Talk to children and young people about their own privacy settings and help them manage what
other people can find out about them online.

e Ensure that the children are taught how to use Google classroom and Class Dojo and how to
report abuse to a trusted adult and via the website (if appropriate)

e Ensure that children understand the age restrictions on social media sites such as Instagram,
TikTok, Youtube, Whatsapp and Facebook which are all restricted to 13 years old.

e Monitoring Class Dojo and Tapestry carefully.

e We use Netsweeper as a filtering system. On top of this we use Google Safesearch for children. In
addition, the school is adopting Securus which monitors anything that children shouldn’t look for and
will send staff an alert.

If online abuse occurs, we will respond to it by:

e Having clear and robust safeguarding procedures in place for responding to abuse (including
online abuse)
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e Providing support and training for all staff and volunteers on dealing with all forms of abuse,
including bullying/cyberbullying, emotional abuse, sexual abuse and sexual exploitation

e Making sure our response takes the needs of the person experiencing abuse, any bystanders and
our organisation as a whole into account

e Ensure parents of both parties are informed about the online abuse and the action that is going
to be taken

e Reviewing the plan developed to address online abuse at regular intervals, in order to ensure that
any problems have been resolved in the long term

Social media

Social media and social networking is often essential to young people’s lives — it’'s how they keep in
touch and communicate with friends, family and schoolmates.

As a school, we use Class Dojo which is a form of social media. It is used in years Nursery to Year 6 as
a means of communicating with parents, sharing work and messages. Parents can also send
messages and upload pictures to their child’s portfolio. Although this feature is not used widely
around the school, there is an option for the children to have their own account and upload pictures
and videos. Teachers may choose whether this is appropriate and necessary for the children to log
into their own account or use their parents or carers.

We also use Facebook/Instagram to communicate events and share learning across the school.
We will protect our young people and staff by:

e Receiving the consent of parents and carers and the child before posting any identifiable
information or images of children and young people on social media such as our Facebook page
or Class Dojo

e Social media accounts used for educational purposes should be authorised and supervised by the
school, filtered for suitable content and use appropriate privacy and security controls.

e Concerns about social media content involving pupils, such as cyberbullying, self-harm, abuse or
exploitation, should be raised in accordance with our school’s child protection procedures.

e Class Dojo mentors to only accept parents legitimate email addresses and to not accept children
who are using a parent account

e Class Dojo mentors to only accept members of staff with a St Nicholas email address

Our staff will agree to these statements about social media:

e not engage or communicate with children or children’s families via personal or non-school-
authorised accounts
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e be aware of their digital footprint - the information about a person that exists on the internet as
a result of their online activity

e only use authorised school accounts to send school communications within the agreed times in
the Class Dojo policy

e use staff accounts for professional purposes only, including email, website and social media
accounts

e take steps to avoid being found by children on social media, by selecting strict privacy settings,
using a different display name and choosing an appropriate display picture

e not use social media in a way that would breach other school policies.

Live streaming

Live streaming can be used by schools to broadcast an event taking place in school or to view
external events. It’s a valuable educational medium which can connect your school with the
community and with events outside of your locality.

To create a safe environment for children and young people when watching or engaging in a
livestream, there are several things you should consider.

Before starting any livestream, St Nicholas Primary and Nursery school will remind children:

e not to share private information

e not to respond to contact requests from people they don’t know

e who they should tell if they see or hear anything upsetting or inappropriate.

Whether hosting or joining a livestream, you must get consent from parents and carers and children
if any images of or identifying information about the child may be used.

When hosting a livestream:

e Always use google meet

e Only accept children and adults into the google meet if they are using their
@stnicholasprimaryschool.org.uk email address (unless external)

e Familiarise yourself with the privacy settings and know how to report any offensive or abusive
content.

e The stream should take place in school time and on school premises and must be supervised by
appropriate adults at all times.

e Appropriate staff should supervise and be on hand to handle any sudden changes or upsetting
developments that may occur during the livestream.
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Monitoring and evaluating the policy

This policy will be monitored by the Governors and reviewed by the staff as part of the

school’s monitoring cycle.

Date of review — October 2026

Policy approved by GOVEINOrsS ......ccccceeeeeeceeceeeriereeieseennes
Signed:
Headteacher: ...,

Chair of GOVErnNOrsS: .....covvevev et
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